

Restricted Access Technology Control Plan (TCP)
[bookmark: FOREIGN_PERSON_EMPLOYEE][bookmark: (Commuter,_Secondee_and/or_affiliate_emp][bookmark: of_GKN_AEROSPACE_Affiliate;]Third Party Contractor/Company Representative – Foreign National Facility Access in Support of GKN Westland Aerospace Business Line (North America Region)

Purpose:

This Technology Control Plan (hereinafter “TCP), is intended to prevent unauthorized disclosure of export controlled information received or produced by GKN Westland Aerospace, Inc. (hereinafter “GKN Tallassee) to unauthorized person/entities, verbally, electronically or via other transfer at GKN. This TCP should be considered together with the Export Compliance Framework, and global and local policies and procedures.

This Restricted Access TCP establishes the requirements, processes and responsibilities for administrative control of an individual during their support of GKN Tallassee business line(s) requiring access to the following site area containing information or other material controlled by the U.S. Department of State, Department of Defense Trade Controls (“DDTC”), under the International Traffic in Arms Regulations (“ITAR”), and by the U.S. Department of Commerce, Bureau of Industry and Security (“BIS”), under the Export Administration Regulations (“EAR”).

This TCP applies to:

GKN Westland Aerospace, Inc.
3951 Alabama Highway 229 S.
Tallassee, AL 36078  USA

Validity Period:

From: MM-DD-20XX to MM-DD-20XX

Program/Purpose for Site Access:
[Enter Project Name or Purpose for Site Access]

Company Name and Address:
[Enter legal company name and address]

Individual(s) Name and Citizenship:
[Enter names of individuals that will be provided badges along with their citizenship]


Definitions:

Company Representative is any person representing a company that is not GKN or its affiliates. 

Foreign Person/Non U.S. Person is any a person who does not hold U.S. citizenship or U.S. permanent resident alien status or a US person who is employed by a non U.S. company.

U.S. Person is any person who is a lawful permanent resident (citizen, national or green card holder) of the United States or a business enterprise or entity organized, chartered, or incorporated under the laws of the United States or its possessions and trust territories. 

Sponsor is a GKN Tallassee employee that is supporting the third party contractor(s) and whom is responsible for the successful achievement of collaboration between GKN and the third party contractor(s)/company representative. The sponsor is required to take all reasonable steps to protect controlled, proprietary, or not-for-public release data, information or technology from unauthorized physical, visual, and virtual access by the third party contractor(s)/company representative.

Host is a regular employee of GKN Tallassee who is eligible to access all controlled technical data required to meet the visit objectives and shall be responsible for maintaining adherence to regulations and requirements by all visitors.

Export Controlled encompasses both U.S.-origin goods, technology, technical data and services and non-U.S. origin goods, technology, technical data and services, subject to U.S. Government export control regulations.

Technology is the specific information necessary for the development, production or use of a commodity. This may be technical data or technical assistance such as training, knowledge or consulting services.

Technical Data is information that can be used for purposes such as design, development, production, manufacture, and operation of hardware. Technical data can be in any tangible or intangible form, such as written or oral communications, blueprints, drawings, photographs, plans, diagrams, models, formulae, tables, engineering designs and specifications, computer-aided design files, manuals or documentation, electronic media or information gleaned through visual inspection.

Defense Services is the furnishing of assistance (including training) to foreign persons, whether in the United States or abroad in the design, development, engineering, manufacture, production, assembly, testing, repair, maintenance, modification, operation, demilitarization, destruction, processing or use of defense articles

Technology Control Plan is a plan that establishes procedures to protect and control access to Controlled Data (including that observable on hardware) to ensure that controlled materials will not be accessed by unauthorized persons.

Commuter is an employee that travels frequently between their GKN home facility and another GKN facility and who works for the benefit of both home and host employer.
Secondee is an employee that is transferred from their GKN home facility temporarily to another GKN facility.

Affiliate Employee is an individual employed by a GKN company other than the host GKN Aerospace Site.

RESPONSIBILITIES:

Sponsor Responsibilities:
Sponsor(s) of the third party foreign national contractor(s)/company representative(s) shall ensure that the representatives are informed of and cognizant of the following:
· Sponsors are responsible for understanding the export compliance procedures and legal requirements, as well as the risks to the company and the individuals regarding the transfer of export controlled goods and technology.
· Sponsors shall ensure that technical data or defense services that require an export authorization will not be transmitted, shipped, mailed, hand carried (or conveyed by any other means of transmission) unless an export authorization has been obtained by GKN and the transmission procedures follow U.S. Government regulations.
	
Master Document:
All requirements of the current GKN Tallassee Tour Control Plan apply to this TCP.

TCP Details 

Facilities Access:
· All foreign national third party contractor(s)/company representative(s) will require a sponsor/host/escort at ALL TIMES while on-site. The sponsor/host must be a US citizen and a regular employee of the GKN Tallassee facility. (with exceptions as expressly authorized by site ECO)
· All foreign national third party contractor(s) /company representative(s) will require approval from the Program Manager prior to visit or badge allowance for the GKN Tallassee location. 
· All persons visiting the GKN Tallassee facility shall be screened to ensure they are not on any of the U.S. list of prohibited parties. Such lists include, but not limited to the Denied Persons List, Unverified list, Specially Designated Nationals list, Debarred and Suspended Parties List, Nonproliferation Sanctions, and Embargoed Countries. A record of all screening activities shall be retained for audit purposes in accordance with U.S. Export Regulations and GKN recordkeeping procedures.
· All third party foreign national contractor(s) /company representative(s) will be required to adhere to and sign the GKN Facility Access Agreement in addition to signing this TCP. The GKN Facility Access Agreement will be provided by and managed by the GKN Tallassee Program Manager. 
· All third party foreign national contractor(s) /company representative(s) are required to show legal proof of identity and citizenship as a condition of access.
· Issued badges must be visible at all times.
· Third party foreign national contractor(s) /company representative(s) are to ensure they stay within the designated walkways while moving through the facility.
· The third party foreign national contractor(s) /company representative(s) shall adhere to the GKN Tallassee security rules, policies and procedures and in‐plant personnel regulations.

Release of information: 

The third party foreign national contractor(s)/company representative(s) shall NOT receive or have access to any technology, technical data, defense services, written or oral communications, design and development information, manufacturing processes, manufacturing know-how, photographs, visual inspection, electronic media, software, hardware, tooling or other item, tangible or intangible, while completing intended project unless required for the completion of the project.

The third party foreign national contractor(s)/company representative(s) may NOT receive defense services or technical data which discloses U.S. manufacturing techniques, tools, process or methodologies (“know-how”), used in the development of algorithms, hardware, software, simulations, manufacturing procedures or system integration/optimization or which is related to the design development, manufacture, form, fit or function of an export controlled item.

The third party foreign national contractor(s)/company representative(s) will NOT remove any item, tangible or intangible, from the GKN Tallassee facility without prior authorization from the program manager and the site Export Compliance Officer. 

The third party foreign national contractor(s)/company representative(s) are required to notify the site Export Compliance Officer and/or GKN Tallassee Program Manager of any suspected export violation(s) either by GKN Tallassee or third party contractor(s)/company representative(s). 

Willful violation of the policies and procedure contained within this TCP will result in immediate suspension of all access privileges to GKN Tallassee site, including badge access, onsite access, etc.

Computer Access:
Third party foreign national contractor(s)/company representative(s) are restricted from the GKN Tallassee network. Guest network logins may be arranged in advance with IT.

Audits/Risk Assessments:
The Export Compliance Officer shall undertake periodic reviews of its risks and processes to ensure that its export compliance policies, procedures and processes are adequate, implement and effective.





GKN Compliance Statement*

I certify that I have been briefed on the requirements of GKN Tallassee and on the Restricted Access TCP covering the third party foreign national contractor(s)/company representative(s) activity at the GKN Tallassee site.

I understand my personal responsibilities for protecting Controlled Data from improper release to named third party contractor(s)/company representative(s) (below) on site. Any violation must be reported to Trade Compliance immediately.  I will comply with the described controls and requirements.

Signatures

	Role
	Written Name
	Signature
	Date

	Third Party Contractor/Company Representative
	
	
	

	Site Sponsor
GKN Tallassee
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APPENDIX A
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Export controlled Areas – 
· Military including Sikorsky and Pratt Whitney – items built in these areas are export controlled under the Department of Commerce’s (DoC) Bureau of Industry and Security (BIS) which regulates the Export Administration Regulations (EAR). Items controlled under the ‘600 Series’ of the EAR, in most cases, still require an export license from DoC.  These areas are restricted to US persons only, unless the appropriate authorizations are in place and guidance has been provided by the site export compliance officer (ECO).
· ITAR Controlled Areas – GE Wrap Process, Lockheed Martin – items built in these areas are export controlled under the Department of State (DoS) International Traffic in Arms Regulations (ITAR). Any area subject to the ITAR requires authorization (license or agreement) for Foreign National Access and are restricted to US persons only, unless such authorization is in place and guidance has been provided by the site export compliance officer (ECO).
· Missile Center of Excellence (CoE) – this area is restricted to US persons only. Foreign nationals are not allowed access to this area of the facility.
· Any area that houses export controlled goods is restricted to US persons only.  If passing by one of these areas during a site tour, where a foreign national is present, there is NO stopping, standing or visual inspection of the manufacturing or products manufactured in these areas.  “Deemed exports” occur when foreign nationals have access to or witness manufacturing or visual inspection of export controlled items. This type of release is “deemed” an export to all countries in which the foreign national is a citizen.
Office Areas – 
Foreign nationals should not be seated in areas or next to persons, where export controlled work is actively be worked or engaged in. Release of export technology visually or orally (directly or indirectly) is considered a deemed export to all countries in which the foreign national is a citizen.
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